
Censys Search Host Queries

Services

Search by Service Name
services.service_name: HTTP

services.extended_service_name: HTTPS

Search by Service Name Set services.service_name: {RDP, FTP}

Search by Port services.port: 1337

Search by Port Set services.port: {80, 8080}

Search by Port Range services.port: [100 to 200]

Search by Service Name & Port services: (service_name: VNC and port: 5900)

Search by Partial Banner services.banner: “$GPRMC”

Search by Exact Banner services.banner=`SSH-2.0-OpenSSH_7.4`

Search by Banner Hex services.banner_hex: 5353482d322e302d4f70656e5353485f372e34

Search by Banner Hash services.banner_hashes=`sha256:e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855`

Search by Service Count service_count: 1

Websites

Search by HTML Title services.http.response.html_title: “cPanel Login”

Search by HTML Title & Port services: (http.response.html_title: “cPanel Login” and port: 8443)

Search by HTML Body services.http.response.body: `<html lang="en">`

Search by Server Header services.http.response.headers: (key: “Server” and value.headers: “nginx”)

Search by Header Name services.http.response.headers.key: “X-Plex”

Search by Request Path services.http.request.uri: “/mythweb”

Search by Response Code services.http.response.status_code: 200

Search by HTTP Protocol services.http.response.protocol: “HTTP/1.1”

Certificates

Search by Certificate SHA256 Hash services.tls.certificate.fingerprint_sha256: e827dd2376f59c655eb5bae5499977dd08d3f851573c4cf5688ded097205a7dd

Search by Certificate Names services.tls.certificates.leaf_data.names: “google.com”

Search by Subject Org services.tls.certificates.leaf_data.subject.organization: “IBM”

Search by Issuer Common Name services.tls.certificates.leaf_data.issuer.common_name: “Roomba CA”

Search for Self-Signed Certs services.tls.certificates.leaf_data.signature.self_signed: true

Search by JARM Hash services.jarm.fingerprint: 21d3fd00021d21d00021d3fd21d21d54e66ba0903a54b8e2603ca58f0caaed

Search by JA3S Hash services.tls.ja3s: 475c9302dc42b2751db9edcac3b74891

Search by TLS Version services.tls.version_selected: TLSv1_3

Search by TLS Cipher services.tls.cipher_selected: TLS_CHACHA20_POLY1305_SHA256

Operating Systems & Software

Search by Software Product services.software.product: “OpenSSH”

Search by Software Product & Country services.software.product: “Twonky” and location.country: “Ireland”

Search by Software Product Vendor services.software.vendor: “Amazon”

Search by Software Vendor & Product services.software: (vendor: “Saferoads” and product: “VMS”)

Search by Software Product & Version services.software: (product: “RouterOS” and version: “6.38.4”)

Search by OS operating_system.product: “Windows”

Search by OS Vendor operating_system.vendor: “Microsoft”

Search by Other Software Key services.software: (other.key: “Device” and other.value: “Router”)

Labels

labels: ipv6

labels: remote-access

labels: file-sharing

labels: login-page

labels: network-administration

labels: voip

labels: database

labels: email

labels: iot

labels: scada

labels: camera

labels: c2

DatesSearch by Last Updated At Range

last_updated_at: [2023-09-01 to 2023-10-01]

last_updated_at: [* to 2023-10-01]

last_updated_at: [2023-09-01 to *]

Locations

Search by Country
location.country: “United States”

location.country_code: US

Search by City
location.city: “New York City”

location.city: “London” and location.country: “United Kingdom”

Search by State or Province
location.province: “New York”

location.province: “São Paulo” and location.country: “Brazil”

Search by Postal Codelocation.postal_code: 94027

Search by Coordinateslocation.coordinates.latitude: 38.8951 and location.coordinates.longitude: -77.0364

Search by Coordinate Rangeslocation.coordinates.latitude: [38.795 to 38.995] and location.coordinates.longitude: [-77.173 to -76.907]

Autonomous Systems
Search by ASNautonomous_system.asn: 13335

Search by Nameautonomous_system.name: “CLOUDFLARENET”

Names

Search by Hostnamename: “censys.io”

Search by DNS Recordsdns.names: “censys.io”

Search by TLDdns.names: *.gov or name: *.gov

IP Addresses& Subnets

Search for a Single IP
1.1.1.1

ip: 1.1.1.1

Search by Subnetip: 1.1.1.0/24

Search by IP Rangeip: [1.1.1.1 to 1.1.255.255]
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